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1 Introduction

Utilising static and dynamic analysis methods allow malware analysts to understand the function
and inner workings of malware. This information can be useful for malware detection, classifica-
tion, mitigation or countermeasure development, damage assessment and attribution. However,
malware authors do not want their malware to be easily understood so that their criminal op-
erations can run longer undisturbed. As a result, they employ many techniques which make
their binaries harder to understand, such as anti-debugging, packing, altering the structure of the
binaries, and running anti-VM checks.

2 Objectives

This project aims to study the techniques commonly employed by malware authors to make their
binaries harder to analyse, as well as analyse and develop some tools and procedures to overcome
them.

3 Approach

Firstly, we conducted a literature survey (Section 4) to find out the current state of static and
dynamic analysis, and their respective anti-analysis and anti-forensic techniques. We then selected
interesting directions to work on, namely:

1. Packer Detection Techniques (Section 5.1)

2. Tools and Procedures for Unpacking Binaries (Section 5.2)
3. PE Malformation (Section 5.3)

4. Anti-Debugging (Section 5.4)

5. Anti-Virtual Environment (Section 5.5)



4 Literature Survey

Malware analysts often obtain malware samples from post-security breach events or by setting
up honeypots at gateways. These samples are then subjected to various analytic techniques. We
break down the analysis techniques to two classes: static analysis and dynamic analysis; and
further look at how malware authors employ anti-analysis techniques.

Anti-forensic techniques make it difficult for analysts to obtain malware samples. On the
contrary, anti-analysis techniques make it difficult for analysts to understand the behaviour of
malware samples. We focus on the anti-analysis component in the report.

4.1 Static Analysis

Analysts use static analysis to examine the suspicious binary without executing it, negating the
risks associated with running the file. Static techniques can give quick snapshots of the malware
as a prelude to performing more in-depth dynamic analysis.

e Detecting signatures: Anti-virus software detect signatures in the malware body and match
these signatures to known classes of virus. These signatures usually appear as byte se-
quences or sets of byte sequences. Most of these signature matching can be done against
online databases like VirusTotal and HybridAnalysis. However, when faced with confiden-
tial malware that should not be publicly uploaded, malware analysts can instead calculate
hashes like the MD5 hash of the malware, and match these hashes.

Anti-virus signature detectors are not foolproof because some zero-day malware have un-
known signatures. Additionally, benign executables can also be labelled as malicious if these
executables use packers, a ubiquitous anti-analysis technique used by malware. However,
packers also have legitimate purposes, such as being used to reduce the disk space that
legitimate software take up.

e Displaying strings: The Sysinternals Strings module can be used to look up embedded
substrings. Strings like URLs can be useful in conveying information about the malware’s

originating C2. Besides Sysinternals Strings, strings can also be displayed in other tools like
Binary Ninja and IDA Pro.

e Decompiling/disassembly: Most malware samples are binaries (eg. Windows uses the .exe,
dll, .sys extensions; Linux uses the Executable and Linkable Format (ELF) instead). These
binary samples do not have any source code, making it difficult to examine them statically.
A simple translation to assembly code can be done using disassemblers like IDA Pro (The
Interactive Disassembler) or Ghidra (an open-source RE tool released by the NSA in March
2019). IDA and Ghidra also offer the option to decompile the assembly code to source code in
C/ C++. However, decompilation is a difficult task that is often incomplete and sometimes
unreliable. Furthermore, static disassemblers like Binary Ninja or IDA Pro will not expose
data generated by the malware at runtime (for instance, indirect calls.)

e Decompiling to intermediate representation (IR): Binaries can be converted to intermediate
representation (IR) which is a representation of the binary in the form of either a graph,
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tuple-based code or stack code which exists below the target language (could be assembly
or a higher level language). Decompiling to IR can be done with, for example, the LLVM
compiler. By converting the machine code to IR, control flow analysis or data flow analysis
can be made easier.

e Import tables: The malware’s import information can be found by loading the binary into
parsers such as IDA Pro and Ghidra. The import table provides information on the depen-
dencies of the malware, such as the functions used and their DLLs.

4.2 Anti-Static Analysis

Most malware authors recognise the common static analysis techniques used in malware analysis.
Correspondingly, there is a host of techniques to thwart static analysis attempts. These attempts
include:

e Fileless Malware: Fileless malware are memory-based artefacts (RAM) which do no exist
on the disk, though they may store their payloads on-disk such as encrypted within the
Windows Registry. As the malware which executes the payload itself is not on-disk, it will
be automatically erased once the attack is complete, hindering evidence retrieval.

The loading into memory is done using VirtualAllocEx function (from memoryapi.h). File-
less malware use in-built Windows tools, most notably Powershell, for malicious activity.
Some common offensive PowerShell frameworks include Empire, PowerSploit, Metasploit
and CobaltStrike. These frameworks allow attackers to quickly create attack payloads. A
common delivery method for fileless malware is by inducing network activity with HTTP
requests.

Fileless malware executing living-off-the-land attacks are dangerous because antivirus soft-
ware often whitelist the activity from trusted Windows applications like Powershell and

WMI.

Injected code in fileless malware may not even have a correct MZ header format.

e Packing: Packers use algorithms to manipulate the format of the executables, while still
adhering to the PE format. There are numerous known packers like UPX and Armadillo.
Packers employ some unique techniques in their algorithm, but there are also some com-
monalities. Packing compresses the code using lossless data compression algorithms and
also destroys the IAT (Import Address Table) of the executable, obfuscating data as well as
preventing software such as IDA Pro from decompiling it.

LoadLibraryA and GetProcAddress are widely used in packing algorithms, because after
unpacking the original code and reading the original import information, the unpacking
stub uses them to load the DLLs needed and point to the correct functions respectively.
Packers can also tweak the PE files by moving the functional code to the data sections and
renaming sections.

In turn, malware analysts can use tools like PEiD to check for packers. Instead of directly
detecting specific instances of packers, it would make more sense to attempt to detect classes
of packers. That way, small changes in the code (which drastically change the hashing
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signatures) can still be detected. Christodorescu et al used templates to identify malware
based on their unpacking mechanisms, such as decryption loops. Unfortunately, this method
still requires the use of a template.

With proprietary packers, it is harder to extract the packing signatures. In these scenarios,
the analyst can execute the malware and periodically use process dumps, with the aim of
breaking when the file is unpacked. Of course, malware authors also design techniques to
make process dumps difficult (Section 5.4.5).

Encryption: The body of the malware can be encrypted, but this means the malware must
be paired with a decrypter. Anti-virus software can then attempt to trace patterns in the
decrypters instead of in the malware. Some malware carry multiple decrypters, so anti-virus
detectors can either store a database of the possible decrypters, or perform dynamic de-
cryption by emulating the viral code decryption process. Besides changing the decrypters,
malware can also change the viral body in each generation, making pattern detection chal-
lenging. However, having the malware change the viral body is a computationally expensive
and uncommon technique.

Domain Generation Algorithm (DGA): Malware can use a DGA to create the address of
the C2, instead of directly writing the IP address or URL. DGAs use generators to create
variant paths of Top-Level Domains (TLDs).

Slack spaces: Files are usually stored in clusters in the NTFS file system. Malware can store
data in the slack space of an existing file, whose existing data does not fully occupy the full
cluster space. The malicious data cannot be overwritten unless the file in which it is stored
is overwritten.

Alternate Data Streams (ADS): ADS allows malware authors to hide their payload in a
manner which is not easily detected. This is because adding data to the ADS will not
increase file size or change its functionality, making it hard to detect. ADS applies only to
the Windows NT File System (NTFS). An ADS may be created by appending the name of
the data stream you want to create with a colon (’’) to the back of the file name. Although
ADS are hard to detect, analysts can use the Streams tool from Sysinternals to check for
the presence of ADS.



4.3 Dynamic analysis

Sometimes, malware generate artefacts and traces only when they are run. Dynamic analysis
allows for the execution of suspicious binaies in a controlled environment, allowing analysts to get
valuable information on their behaviour and function.

e Sandboxing software: Using sandbox software such as Cuckoo Sandbox, the malware be anal-
ysed in isolated environments, protecting the host system from being infected. Sandboxes
run the malware in virtual machines (VMs), then produce log files and reports detailing
changes observed in the virtual environment. New processes run, changes to the files and
registry settings and network activity can be captured. Furthermore, sandboxes can keep
snapshots of the virtual environments which makes rolling back to a clean state simple.

e Log Analysis: Tools like Task Manager capture changes to the file system, registry, network
and processes.

Process Explorer, another tool used by analysts, can display the current processes and the
DLLs they run; for instance, the presence of ws2_32.dll indicates the use of network processes.
Process Explorer also provides a ” Verify Option” to check if a binary is signed by MS.

Process Monitor can also be used to identify the system calls made by the suspicious bina-
ries. Common system calls made by malware include ” WriteFile” and ”RegSetValue”. The
analyst can view the log of activities relevant to files, processes, registry and the network. It
is paramount to use effective filters to capture salient information sets, since Process Monitor
captures all the activity.

e Debugging: Analysts can use debuggers to insert breakpoints and debug the behaviour of
malware, looking at the registers involved and control flow invoked. Debuggers are useful as
they allow analysts to inspect step-by-step when the malware is executing. Instructions can
also be dynamically modified to change the control flow of the malware - changing the EIP
instruction pointer or replacing instructions with NOP (no operation).

Common debuggers include IDA Pro and OllyDbg (x86 only).

e Dumping. There are generally two forms of dumping that could be used by analysts.

Memory dumping. Tools like Process Dump from Sysinternals can be used to dump the
process memory to understand crashes.

Executable dumping. Tools like OllyDump can be used to dump snapshots of the executable
at runtime.



4.4 Anti-Dynamic Analysis

Anti-dynamic analysis methods generally includes anti-debugging and the ability of malware to
detect virtual environments.

e Anti-debugging: When using the debugger with a packed malware file, the analyst uses
process dumps to retrieve the unpacked file. However, there are several methods used by
malware to make the debugging process difficult.

1. Checking for the presence of debuggers using IsDebuggerPresent, CheckRemoteDebugger,
FindWinow. When the malware detects a debugger present, it can either delay its execution
or self-destroy

2. CsrGetProcessld returns the process ID of csrss.exe, a system process. A process that
can load csrss.exe is loaded by a debugger and has the SeDebugPrivilege privilege enabled
in the access token.

3: Self-debugging is used to prevent another debugger from being attached to the parent
process. It relies on the simple fact that only one debugger can be attached to a process at a
time. Self-debugging works by creating a process, which then attaches to itself by acting as
a debugger. Armadillo, which is a software protection system, performs this technique using
its nanomite feature. This prevents the software analyst from being able to use a debugger
to perform dynamic analysis on the executable.

4: Malware developers can change the value of the SizeOflmage variable stored within the
PEB (Process Environment Block), preventing debuggers to be attached to the process
and preventing memory dumpers from working correctly. This techniques relies on specific
knowledge of the debuggers using methods like VirtualAlloc and ReadProcessMemory.

5: Latency comparison: When a process is executed in a debugger, there is a larger latency
between two instructions. This latency measured to detect the existence of breakpoints set
by debuggers which slow the overall program execution time.

e Requiring interactive user input. This technique prevents malware from running indepen-
dently in the sandbox, therefore making analysis difficult.

e Detecting virtual environments: By testing for virtual environments such as KVM, VMWare,
VirtualBox, etc, certain malware will delay their payload so analysts are unable to observe
its behaviour. For example, malware can test for the VMWare environment using these
methods:

1.MAC Address check: The MAC address of the virtual network adapter can reveal if the
malware is in a VM. VMWare has MAC addresses starting with 00-05-69, 00-0c-29, 00-
lc-14 or 00-50-56. VirtualBox also uses known Organisationally Unique Identifiers (OUlIs)
registered with the IEEE. These addresses can be queried from the registry at:

— HKEY_LOCAL_-MACHINE\SYSTEM\ CurrentControlSet\
Control\Class\4D36E972-E325-11CE-BFC1-08002BE10318\
0000\ NetworkAddress



2. Registry check: certain registry keys which are unique to virtual systems. These keys
existed to allows users to customise their virtual machines. An example registry entry that
indicates the virtualisation of the environment is:

— HKEY _LOCAL_MACHINE\SYSTEM\ CurrentControlSet\
Control \VirtualDeviceDrivers

3. Helper tools: VMWare environments contain the VMWare tools installed by default.

4. Spawned background processes: VMWare processes and tools like VMwareService.exe,
VMwareTray.exe are commonly found in VMWare environments. These processes can be
detected by using the CreateToolHelp32Snapshot API to get a snapshot of the current
running processes, and then listing each process of the snapshot with the Process32First and
Process32Next APIs.

5. Check for communication ports and behaviour: Communication check via IN (input from
port) is a privileged instruction. VMWare does not directly raise the exception, but rather
escalates the error to the host. The string "VMXh” is returned to the ebx register, and can
be used to detect VMWare environments.

6. Execute special CPU instructions and compare the results with expected results. For
instance, the malware can execute the CPUID instruction with eax = 1 as input, which will
return the processor features. Return value in the ecx register has 0 as the 31st bit, the
malware knows it is on a physical machine. If the 31st bit is 1, it indicates that the malware
is running within a virtual environment.

7. Check the location of system structures such as descriptor tables. In a VM, the Inter-
rupt Descriptor Table (IDT) is typically located at OxffEXXXXXX whereas, in a physical
machine, this is located somewhat lower than that typically around 0x80ffffff. Other mem-
ory structures like the Global and Local Descriptor Tables can also indicate the presence of
virtualisation technologies. Scoopy is a free suite of VM-detection tools running these checks
on the memory structures.

8. Other hardware check: Various hardware parameters are specific to VMWare. Malware
will query attributes such as SerialNo, SocketDesignation, and Caption to get values of
Motherboard, Processor, and SCSI Controller respectively. VMWare will have different
values for these parameters from the physical system.

VM designers are looking into countering these malware checks on the system. These tech-
niques include searching for string instances of ”VMXh” and changing these references to
an alternate value. However, modifying the VM registry entries means that all programs
are unable to detect the virtualised environment, including legitimate programs supporting
drag-and-drop, shared folders and time synchronisation between the host and guest.



5 Findings

After conducting our literature survey and developing a better understanding of the topic at hand,
we selected some areas of interest to analyse further. In these domains, we experimented heavily
and gained a more practical grasp of the technicalities involved.

1. Packer Detection Techniques (Section 5.1)
How do packer detectors like PEiD identify binaries as being packed, and by which packers?

This section is done by Joyce.

2. Tools and Procedures for Unpacking Binaries (Section 5.2)

In particular, we examine how to unpack UPX-packed binaries and develop a generalised
understanding of the unpacking procedure.

This section is done by Sarah.

3. PE Malformation (Section 5.3)
How can malware exploit the PE file format to make analysing them harder?

This section is done by Sarah.

4. Anti-Debugging (Section 5.4)
How can malware thwart efforts by analysts to debug them?

This section is done by Joyce.

5. Anti-Virtual Environment (Section 5.5)
How can malware thwart efforts by analysts to run them in virtualised environments?

This section is done by Joyce.

These areas will be further elaborated on below.
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5.1 Packer Detection Techniques

Runtime packers are self-extracting archives - the executables unpack themselves in memory when
they are executed. Packing is now very common among malware, because disassemblers are unable
to parse the imports, strings and malicious payload in the programs. Numerous researchers have
studied ways to identify if a file is packed, and also what the file is packed with. The former task
is more straightforward, but the latter is very challenging.

5.1.1 Packer tool: Ultimate Packer for eXecutables (UPX)

We focus on the UPX packer in our project because it is commonly used, simple to use, and
open-source. While most malware authors make tweaks to the packing algorithm, the underlying
principles of the packing algorithms remain constant.

Generally, UPX works by destroying the import table, then changing the entry point to its
unpacking code. In the unpacking code, the import table is reconstructed at runtime. As a result,
UPX has a distinctive unpacking code that makes it easily detectable.

5.1.2 Packer Detection Tool: PE iDentifier (PEiD)

Analysts often use PEiD, which is able to detect most common packers, cryptors and compilers
for PE files. PEiD is effective, but unfortunately not open source which could prove difficult for
in-depth analysis.

PEiD has an internal database of packer signatures that it uses to detect packers. PEiD does
not publish its database on how it detects files as being UPX-packed. However, PEiD has the
option to enable an external database where users can add their own entries. The external database
only supports byte string matching with wildcards. It is not known if the internal database only
relies on byte string matching, or other techniques.

5.1.3 Identifying if a File is Packed

Packed files often have telltale signs which make them recognisable. Their import tables are often
destroyed, and they have high entropy.

5.1.3.1 Import Table

Often, the import table reveals a lot about the behaviour of the malware. Most packers like
UPX destroy the import table and only restore it at runtime, as we will see later (Section 5.2).
LoadLibraryA and GetProcAddress are widely used in packing algorithms (Figure 1), because
they are used to load the DLLs needed and point to the correct functions at runtime. Tools
recommended: IDA Pro, PE Explorer.
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Imports B IDA View-A

Address Ordinal Marme Library
‘;',‘E 0040F03C LoadLibraryA KERMEL32
DO40F040 ExitProcess KERMEL32
D040F044 GetProcAddress KERMEL32
D040F048 VirtualProtect KERMEL32
0040F050 _iob msvert

Figure 1: Displaying the Imports of a packed file in IDA Pro

5.1.3.2 Entropy

Entropy is a measure of how random the bytes in a file are. Packed files tend to have a high
entropy with few coherent strings. On the other hand, unpacked files may have more null bytes or
a concentration of a few bytes. The tables below show the distribution of the most common and
least common bytes in a packed and unpacked InfiniteProgram.exe file. Tool recommended:
Detect It Easy.

Unpacked file Packed file
Byte | Percentage (%) Byte | Percentage (%)
0x00 45.27 0x00 37.91
0xbHf 3.95 0xbf 3.46
0x74 2.33 0x74 2.71
0x61 2.10 0x61 2.60
0x01 1.62 0x03 2.16
0x03 1.59 0x01 1.90
0x69 1.53 0x2e 1.86
0x2e 1.49 0x69 1.80

Table 1: Distribution of the top 8 bytes in an unpacked and packed file

Unpacked file Packed file
Byte | Percentage (%) Byte | Percentage (%)
0x99 0 Oxe7 0.005
0x9b 0 0x97 0.02
0x9f 0 Oxea 0.02
Oxad 0 Oxa3 0.02
Oxcb 0 Oxa7 0.02
Oxe7 0 Oxfl 0.02
0x8f 0.003 0xfh 0.02
Oxad 0.003 0x92 0.03

Table 2: Distribution of the bottom 8 bytes in an unpacked and packed file
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5.1.4 Identifying Specific Packers

While it is simple to detect if a file is packed, the task to identify what a file is packed with is
very challenging. There are many packers in the market, and some packing algorithms are also
proprietary.

Currently, there are two key methods to identify the specific packer, to look for patterns in the
unpacking code or attempting to unpack the executable.

5.1.4.1 Patterns in the unpacking code

Files packed with the same algorithm tend to correspondingly have the same unpacking process.
PEiD is not open source, but there are numerous attempts to piece together a comprehensive
external database. One such entry is shown below.

[UPX 2.00-3.0X -> Markus Oberhumer & Laszlo Molnar & John Reiser]

signature =5E89F7 B9 ?? ?? ?? ?? 8A07472CE83C0177F7803F ?? 75F2 8B 07 8A 5F 04 66 C1
E808C1C01086C429F880EBE801F0890783C70588D8 E2D9 8D ?? ?? ??????8B 0709 CO
743C8B5F048D7?? ?? ?? ?? ????01F35083C708FF ?? ????????958A 074708 C074DC89
FO57 48 F2 AES5FF ?????????209C07407890383 C304EBELFF????7??7????8B

AE ?? ?? ???? 8DBEOOFO FF FF BB 001000005054 6A 045357 FF D5 8D 87 ?? ?? ?? ?? 80 20 7F
806028 7F 585054505357 FFD558618D4424806A0039C475FA83EC80E9

ep_only =false

Figure 2: External database entry on PEiD

The 7”77 symbols represent wildcard byte searches that PEiD supports. The string can be
found in UPX-packed files, such as the packed InfiniteProgram.exe. A linear disassembly of the
string in the packed InfiniteProgram is shown below.

The wildcard bytes tend to be constants. Often, malware authors make small modifications to
the packing algorithms to evade packer detection. With wildcard bytes, changes to constants in
the packing algorithm will not affect PEiD’s ability to label files as being UPX-packed.
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S5e
89f7

3 947000000

8a07
47
2ce8

3c01
TTE7

803£00

3 75£2

8b07
8a5f04
66cle808
clc010
86c4
29f8
80ebe8
01f0

; 8907

83c705
88d8
e2d9

8dbe00c00000
8b07
09cO0
743c

8b5£04

5 8d843000e00000

01£3

50

83c708
££963ce00000

pop
mov
mov

mov
inc
sub

cmp
Ja

cmp
jne

mov
mov
shr
rol
xchg
sub
sub
add
mov
add
mov
loop

lea

mov
or
Jje

mov
lea
add
push
add
call

esi {var_24}
edi, esi
ecx, 0x47

al, byte [edi]
edi
al, Oxe8

al, Ox1
0x40edo6a

byte [edi], 0xO0
0x40ed6a

eax, dword [edi]
bl, byte [edi+0x4]
ax, 0x8

eax, 0x10

ah, al

eax, edi

bl, 0Oxe8

eax, esi

dword [edi], eax
edi, 0x5

al, bl

0x40edo6f

edi, [esi+0xc000]

eax, dword [edi]
eax, eax
0x40edde

ebx, dword [edi+0x4]
eax, [eax+esi+0xe000]
ebx, esi

eax {var_24}

edi, 0x8

dword [esi+0xe03c]

Listing 1: Linear Diassembly of byte string associated with UPX in Binary Ninja

Given such a byte string disassembly, it is possible to tweak the assembly instructions to
perform equivalent operations that have different expressions. There are two types of changes

that can be made:

e Re-ordering instructions which have no data dependencies

e Replacing instructions with different opcodes but have the same effect

A list of possible changes to the listing above is shown in Table 3.
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No. Possible change

1 Re-order lines 2 and 3
Re-order lines 6 and 7
3 Re-order lines 15 and 16
4* Re-order lines 20 and 21
5* Re-order lines 21 and 22

6 Re-order lines 24 and 25
7 | Replace line 31 with  85¢0 test eax, eax
8 Re-order lines 36, 37 and 38

Table 3: Possible changes to byte string
*x changes cannot be applied together

Unfortunately, after applying these changes individually and together, PEiD was still able to
identify the executable as being UPX-packed. As mentioned earlier, PEiD is not open-source so
it is unclear what byte strings are used to detect UPX-packed files. It is also possible that the
PEiD internal database stores permutations of the changes being made, highlighting the arms race
between packing evasion and detection. For every detection technique, a new evasion technique
will develop, which then prompts a more comprehensive detection technique.

Nevertheless, detecting packers using byte strings still relies on the principle of keeping a finite
database of entries. New packing algorithms would be able to evade packing detectors easily, but
these novel algorithms are challenging to develop and do not appear frequently.

5.1.4.2 Attempting to unpack the file

Packers usually come with their own unpacking algorithms. In UPX, the -d flag can be passed in
to denote decompression. As such, one way that packing detectors could possibly detect packed
files is to attempt unpacking the files. It is not known if PEiD employs such a technique.

Attempting to unpack the files is not an effective method, since malware authors often make
small tweaks to the packing algorithm to prevent analysts from unpacking the files. For instance,
the UPX packing algorithm results in two sections named UPX0 and UPXI.

Section names do not affect the execution of the file, so renaming the sections to TPX0 and
TPX1 still result in valid executable files. However, this act of renaming the sections corrupts
the UPX decompression process. The UPX program will be unable to unpack the file, throwing a
NotCompressibleException.

15



5.2 Tools and Procedures for Unpacking Binaries

Some malware authors pack their malware in order to obfuscate data, hinder static analysis and
reduce the amount of space the malware takes up on disk (for non-fileless malware). To gain access
to the inner workings of the binary, the malware analyst must first identify the packer used, and
then apply the appropriate unpacking procedures to manually unpack the executable.

Packing a file destroys its import address table (IAT), which is an array of function pointers
to statically-imported DLL function addresses, which will be populated at runtime. This provides
key information on what kind of functions the binary uses, so as to allow the analyst a more
accurate guess as to what the suspicious binary does. Destruction of the IAT prevents analysts
from viewing the complete imports list of the binary which can be crucial to analysis activities.

Besides compressing the executable, some packers also integrate anti-debugging, anti-reversing
tricks, self-modifying code techniques and encryption. These packers are also referred to as pro-
tectors (eg. Armadillo, Themida) or crypters (Yodas Crypter). Such techniques undermine the
effectiveness of the procedures and tools described. Hence, the tools and procedures described in
this section are meant for non-VM based packers such as UPX, which is one of the more popular
packers used to pack malware.

5.2.1 Unpacking 32-bit packed binaries

I started off reading guides on how to manually unpack a 32-bit UPX-packed file, and afterward
tried to unpack it myself. I repeated this learning process with different packers, and while doing
so realized that the guides for approximately 2 or 3 popular packers had more or less the same
steps. I identified the general technique and tried to apply it to more packers, including the less
popular ones. So far, I can verify that this technique works for UPX, AsPack, Mew11, BEP, and
NSPack packers.

The standard tools required for this procedure are:

1. Debugger: I tried the procedure with both OllyDBG and Immunity Debugger for unpacking
32-bit files, and X64DBG for unpacking 64-bit files (covered later on).

2. Dumping tool: T used the OllyDumpEx plugin, which works for both debuggers mentioned
previously.

3. Import reconstructor tool: I tested this procedure using both Scylla and ImpRec.

Because different packers use different algorithms for unpacking, there is no common unpacking
technique. Hence, this procedure lets the packers’ respective unpacking stubs run and unpack the
file, stopping the program execution just before the unpacking stub finishes and transfers control
over to the main program. Afterward, the program needs to be dumped out at that point in
memory, and the dumped executable needs to be fixed by rebuilding the TAT. This provides
an easy and efficient method to unpack files, without needing to understand the exact packing
algorithm.
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1. Open the file with the debugger, which will cause the debugger will stop at the entry point
of the file, which is at the unpacking stub.

* OllyDbg - packedFile.exe - [CPU - main thread, module packedFi]

QEile View Debug Options Window Help
@4 x| w1 Wi+ 331 2| =f L|E[M|T|W H|

-]
904120F1) . BE_1SF@409@ | MOU ESI,packedF i.@840F015
904120F6| . SDBE EBIFFFFF|LEA EDI,DWORD PTR DS:[ESI+FFFF1FEB]
984120FC| . 57 PUSH EDI
004120F0| .vEB @B JMP SHORT packedF i.80841210A
004120FF| 90 NOF
pa412108 > 8AGE MOU AL,BYTE PTR DS:[ESI)
08412102| . 46 INC ESI
98412103 . 8807 MOU BVYTE PTR DS:[EDIJ,AL
90412105| . 47 INC EDI
98412106 > @1DB ADD EEX, EBX
08412108 .v75 @7 JNZ SHORT packedFi.00412111
0841218A| > SBIE MOU EEX,DWORD PTR DS:(ESI]
Ba41218C| . 83EE FC Sue ESI,-4

Figure 3: Opening up the packed file in OllyDBG brings us to the start of the unpacking stub

Normally, the instruction is a PUSHAD instruction, which saves the state of the general-
purpose registers onto the stack before the unpacking stub executes; this is the case for most
of the unpackers I experimented with. However, some packers I have experimented with
do not use PUSHAD to mark the start of the unpacking process. For instance, Mew11’s
file entry point is a JMP instruction which leads to the beginning of the unpacking stub.
Mew11’s unpacking stub itself also does not start with the PUSHAD instruction.

2. Scroll through the unpacking stub to find the OEP (original entry point) jump, where the
unpacking stub transfers control to the original code.
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* OllyDbg - packedFile.exe - [CPU - main thread, module packedFi]
_I Eile View Debug Options Window Help

E[_I_r > wifed ¥4 | +f L/E[M[T|W/H

. Sh4424 =@ LEH EHX,DWORD FTR =5: (ESP-201
PUSH @

% 6R 00
= 39C4 CHMP ESP.ERX
Jnz SHDRT packedF i.B0412282
SUB E B8
JriP nm&ﬂ;.mmzsa
JHMP SHORT packedFi.B8412292
. B& PUSH ESI _
. BE 04904000 |MOU ESI,packedF i.08409004
FC CLD

> AD LODS DWORD PTR DS:[ESI]
. B2C8 TEST EHX,EAX
74 BD #E SHDRT packedF i.8841220B

. BA B2

« 59 PDP EI:H

> FF7424 18 PUSH DWORD PTR SS:[ESP+18)
~E2 FR LOOPD SHORT packedFi.884122A1
CALL ERX

JHP SHORT packedF i.88412299
POP ESI

RETH &C

DE a8

DD packedFi.BB4122CE
) E-:-.cl-idf- M= B e
DD packedF i.288487838
DD packedF -..lI1lI14L':.':E4
DE aa

DB aa

DE aa

OB ad

jala] DE a8

(515} DE aa

A

o i s [ [ o [ o o [ [ [ o o il [ o [ [ s

A i i i i

§ P

e 1S b 50 b S 15 ) WS ) 5 15 ) Gt 50 G ) G G G
|'f:l WS 5 o o o 0 T o o o o 0 o D N 0 o

3
4

£ ofie

Figure 4: The OEP jump, located toward the end of the unpacking stub. A breakpoint has been
set on the jump, as seen from the memory address of the jump highlighted in black.

The transfer of control needs not be strictly a JMP instruction, but rather something that
transfers control to the OEP. For instance, instead of using a JMP instruction, AsPack uses
a PUSH instruction to push the OEP address onto the stack, followed immediately by a
RETN instruction to execute the jump to the OEP location.

There are certain telling characteristics that a JMP/PUSH 4+ RETN instruction is a transfer
of control back to the original code, such as being located just before a bunch of null/garbage
bytes, or jumping to a faraway location (as compared to JMP SHORT instructions).

After identifying the OEP jump, set a breakpoint there and resume the program so that the
debugger will stop the program at the jump.

3. Once at the OEP jump instruction, single step through to land the program at the original
entry point.
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* CllyDbg - packedFile.exe - [CPU - main thread, module packedFi]

El File View Debug Options Window Help

C

JE ol HOY DWORD PTR SS:[ESP], 1
BO4ABIZEA| FFIS 99814608 |COLL DWORD PTR 0S: (4881981 mEVert.___Set_app_tupe
aB4812Fa| EE BEFEFFFF CALL packedFi.8848]1 1868
BR4812FS LER ESI.DWORD PTR DS:L[ESI]
aa4812F9 LER EDI.DWORD PTR DS:CEDI]
Ba481 268 SUB ESP. IC .

2481363
BO4E130R

FF1E Sasidapa

HOU DWORD PTR SS:[ESP1,
CALL DWORD PTR DS:[4a519@]

mEVCrt . set_abD _tyYDe

Figure 5: The original entry point, reached after single-stepping through the tail jump as shown

in Figure 4.

4. Dump the program using a dumping tool. At this stage it would be pertinent to note that
there are 2 different types of dumping tools, one which takes a snapshot of the executable
at that stage in memory (and saves the dump as an executable file) and one which dumps
out the entire process memory (saving the dump as a .dmp file.) T am using the former.

QlbyDumpkx v1.72 - packedFile.exe x
Module
Base: * Module |E:'-JJsem\DGrluhElmkh:p'«JerackhgIilea'l.EII[.vDBE'\packad:Ia.eaa :J Drump I
" Memory | 00400000 (00001000) / Imag / R/ packedFi / PE |
" Addiesz [004m0000 N
List Sections @ BasaOnly © AllMemory Addiess Range |00400000 - 03400000
Durp Mode: % Retwild ¢ Binary (Raw] ¢ Binaty Wirlual)
Image Source; = Memary  © Digk ReScan Memary
~ Seatch
Sesrchfvex % Select Al Memory [enchade Ested madule) Search Image Faimnat
Search Made: & Shict ™ Fuzzy [dow) * PE
Search Hem:| d  ELF

Image
Image Bass: |00400000 Fie Wirtusal Dff e I

Image S |D0014000

Entyy Paant: | 000012E0Q Get EIF as DEP |

Sechon

Select Al | Select BaseModuie| Select Private/All | Select Private/Evec |

Dptign
[¥ Prefer Original Characteristics [Meed Rescan]
[¥ Fix Conupted Image Header Struchure
[~ Dizable Felocation
[T Auts Adust Image Base Addess
™ Febuid DataDirecton [Follow ImageBase Changs)
[T SeschAll Decumences

DeSelect Al I

FE32 485 EXE Inaded, Basefddiese=00400000

| Addess | Size | Dweer | section | Type | Accass | vinuaiDfizet | ViaSioe | Characteistics |
[#] 00401000 ODODEOOD packedsi  UFKD  Imag R 00001000 OODOEDON E00000E)
[#\  O040FO00 00004000  packedi UF1  Imag R O00OFO00 Q0004000 B0000040
[\ 00413000 000000 packeds UF2  Imag B 000N 3000 0000000 CO000040

Figure 6: When using OllyDumpEx to dump the executable, click ”Get EIP as OEP” button
before dumping.
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Dump OK X

—File
Path; |E:*\Llsas\D<ithiHD esktophUnpacking files\OliyDBG packedFile_dun

Saved Size; IEH 920 Requested Size: IEﬂ 920
—PE

EntryPaint R IIIIIII'IEEI] E rtryPoint W |E|[14[11 2E0
Firizh Back to Menu |

Figure 7: OllyDumpEx will notify the user when the dumping is successful, and generates the
dump as a separate executable file.

At this point, the Windows loader will not be able to run the dumped executable because
the TAT is still destroyed.

packedFile_dump.exe - Application Error X

€% The application was unable to start correctly (0xc0000005).
@/ Click OK to close the application.

Figure 8: Error message displayed when I try to execute the dumped file.

5. Open the import reconstructing tool, Scylla. After manually filling in the OEP of the
program, use Scylla to retrieve the imports of the executable.
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B soil2 85 057 - >

File Imports Trace Misc Help

Attach to an active process

10552 - packedie exe - C:\Users\Oinhu \DeskiopWUnpading fles\OlyDBG 'packedFie.exe  ~ | Pk DLL

g ts:
#- & kernel32.d (1) Fhurk: 00008128
- mevoerbd (33) FThurkc 00008174

IAT Info Actons Dump

Log

Madule parsing: C: Wndows \SysWOWa4 KermeBase, dl -~
Module parsng: C: iWindows SysWOWE4\mevert.dl
Loading modues done.
Imagebase: 00400000 Sre: 000 L4000
LAT Search Mor: LAT VA 00408 124 RVA 00008 124 Size 0x0008 (216)
finsshied, found 51 valld APls, missed 0 APIs

Imports 51 o lrvvalic: O Irmagebase: DOS00000 packedFile e

T e ——

Figure 9: After loading the active process (the packed file) into Scylla, manually fill in the OEP
location which Scylla will use to retrieve import information.

Scylla applies a heuristic-based approach to find possible pointers to the imports of the
packed executable. For instance, Scylla only chooses jump and unconditional branch in-
structions as possible IAT pointers, and checks if the instructions have a flag indicating
that they use 64-bit RIP-relative memory indirection addressing. After identifying possible
IAT pointers, Scylla checks the pointers against a list of module handles, retrieved using
the Windows API function enumProcessModules, and generates a list of valid and invalid
thunks.

After deleting invalid thunks, Scylla can be used to restore the IAT of the dumped executable
such that the executable will be able to run. This resulting binary is the unpacked executable.

5.2.1.1 Determining when an executable has been unpacked successfully without an
original file as basis

During my experiments, I had an original file as a basis to compare the unpacked file to, so I
could determine if I had unpacked the file correctly. This could be done by comparing the entry
point of the unpacked file with the original file; if they matched, the file was unpacked correctly.
However, in the context of unpacking malware samples, it will not be realistic to expect a basis file
to compare the unpacked malware to. However, some criteria can be used to check if the malware
has been unpacked correctly, although there is no concrete acid test:
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1. Ability to view strings and imports in parsers like IDA Pro and Binary Ninja after unpacking
the file

2. File is executable after the AT is fixed by tools like ImpRec and Scylla, and execution should
also be similar to the packed file. For instance, if the packed malware changed certain registry
keys, the unpacked malware, when executed, should also be able to change the same registry
keys.

3. Ability to decompile the unpacked, disassembled instructions back to C/C++

5.2.1.2 Remarks on other tools and packers I have tested

I have tested other import reconstruction tools such as CHimpRec and Imports Fixer. However,
because both these tools are outdated and no longer in development, they are not compatible with
my Windows 10 OS.

I have also tested these procedures on packers other than the ones mentioned above. However,
some packers were outdated, such as PESpin, NeoLite, 32Lite, and AndPakk2; these are only
compatible with the older versions of Windows, namely Windows 7, XP, and Vista. Similarly,
packers like kkrunchy and MPress are also very old and hence do not support executables with
TLS callbacks. There existed some packers which were both OS compatible and supported TLS
callbacks which I have tested, but I was unable to unpack them manually. For instance, I was
unable to locate the OEP jump for FSG and Exe32Pack. I also tried WinUPack, but the WinUPack
unpacking method does not follow the technique of running the unpacking stub as described in
Section 5.277.1 but rather, requires navigation through the library modules of the program (such
as kernel32 and the ntdll modules) to arrive at the OEP.

TeLock was one such packer that I tried to unpack, but was unsuccessful due to the presence
of anti-analysis tricks. When I opened the code up in OllyDBG, there were incorrect instructions
as well as software interrupts, which are usually not seen in user code, which further hints that
the code may be wrong.
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* OllyDbg - packedFile32.exe - [CPU - main thread, module packedFi]
_| File View Debug Options Window Help

EIJ_I rinj wiv gL ) 48 L/E[M{TIWH|

HE4 1DEaEa FLISHAD
a4 10861 FQ CLC
: G ES BZatpass CALL packedFi.B88410869
Bo410B07) ES BRESG2R8 CALL ea4zZB=ac
aa41066C| 8888 ADD BYTE PTR DS:CERX], AL
ae4108BE| SE POP ESI
aa4 10686F | 2BC9 SUB ECx,ECH
ee41D011| 58 FOFP ERX
Be41Da1z|~74 82 JE SHORT packedFi.@@d410816
g6410814| CD 28 INT 28
ge41081s| B9 S1190088 Moy ECK, 1951
BB41081E| BBC1 HOW ERX, ECH
aa410B810| F8 CLC
8041D81E|~73 82 JHB SHORT packedFi.Bad10622
ga41D626| CD 28 INT 28
ga4iDezz) §3C6 33 ADD ESI, 32

Figure 10: Wrong instructions such as the one at memory address 0041D007 and interrupts, such
as the instruction at memory address 0041D020, suggest that the disassembly is incorrect.

The correctly-formatted CALL instruction at memory address 0041D002 as seen in Figure
10 is jumping into the middle of the wrong instruction at location 0041D007. This causes the
wrong instruction to resolve itself to become a correct instruction, when I single-step through the
program, as seen in the figure below.

* OllyDbg - packedFile32.exe - [CPU - main thread, module packedFi]
_| File View Debug Options Window Help

@/edx] »/u] i+ ¥4 o =] ulE]x]w]E

A4 106053 S L "

[5]55 .:I:Il-"i-. EE 0 EE[

o4 106aF| 28BCD SUE B ECH

ea410011)| 58 POF Efc _

88410012 |+74 82 JE SHORT packedFi.00410016
ga4106814| CD 28 INT 28

aa410814| B9 51150868 my B, 1951

oa410dIE| 88C1 RO ERe; ECH

aa410810| FE L

a4 1081E|~72 A2 JHE SHORT packedF i.088410822
oEdiDEza| CD 20 IHT 28

ge410622| 836 33 A0 ESI,.33

83410025 BD4481 &7 LER ERX,DMORD FTR DS: [ECH+ERN#4+57]

Figure 11: After single-stepping, OllyDBG then evaluates the wrongly-formatted instruction to
be correct.

Furthermore, the INT instructions are never actually executed because of the presence of
short jumps just before the instructions, causing the program execution to skip the INTs so that
software interrupts are never generated. Hence, OllyDBG has actually disassembled the code
correctly. This is because OllyDBG is a recursive descent parser, which does not assume that
all code is aligned sequentially, but instead disassembles code recursively by following branches.
This prevents it from being confused by tweaked instructions such as the ones found in TeLock’s
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unpacking stub. In contrast, linear disassemblers such as WinDBG will not be able to disassemble
the instructions correctly.

After understanding how TeLock’s code can still work even with the presence of interrupts and
incorrect instructions, it will be worth spending more time exploring how to unpack such packers
which employ such anti-analysis tricks.

5.2.2 Unpacking 64-bit packed binaries

The technique described in section 7.1 can also be applied to unpack 64-bit binaries. I have tried
applying the procedure to unpack a 64-bit UPX-packed executable. However, different tools have
to be used as OllyDBG, Immunity Debugger and OllyDumpEx all do not have x64 support. I
used x64DBG, which comes with a built-in Scylla plugin. The Scylla plugin can be used in place
of OllyDumpEx to dump the file, and also rebuild the IAT of the dumped executable.
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5.3 PE Malformation

PE malformations are modifications made to the file format data or layout of the PE file in
an attempt to achieve undesired behaviour by the programs parsing the file. The result of this
modification is a binary which does not adhere to the boundaries stated in the Windows PE file
documentation, but are still able to be read by the Windows loader and can thus be executed.
Some PE malformations are for the purpose of only executing in some Windows environments
but not others. PE malformations confuse and crash poorly-implemented parsers, thus hindering
static analysis.

Though there are numerous complex types of PE file manipulations, the project focuses on
replicating two specific forms:

e 1. Shifting the PE header to the overlay such that the PE header will not be loaded into
memory

This technique aims to confuse parsers which parse the file from memory instead from disk.
Since the PE header is not loaded into memory, they will be unable to display the PE header.

e 2. Shuffling sections within the PE file to determine if swapped sections have any impact on
analysis

In order to directly manipulate attributes of the PE file, I used a Python module called 'pefile’.

5.3.1 PE Header in Overlay

The PE header is part of a structure called the Image N'T_Headers, which also contains the optional
header and the 16 data directories of the PE file. This implies that it is not possible to shift just
the PE header itself into the overlay without shifting the other members of the Image_NT_Headers
structure. In addition, the Microsoft documentation states that the "location of the section table
is determined by calculating the location of the first byte after the headers”. As a result, the
section table also needs to be shifted into the overlay, along with the Image N'T_Headers.

— IMAGE_NT_HEADERSstructure

Section Table (N entries for N sections)

Figure 12: Graphical representation of IMAGE_NT_HEADERS. The bytes of these structures
were copied and pasted into the overlay.
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Afterward, the pointer to the PE header, which is the e_Ifanew field in the DOS header, needs
to be updated to point to the new location of the PE header in the overlay.

However, so far my attempts to get a working executable have not been successful. Trying to
run the file returns an error message that the application is unable to run on the PC.

5.3.1.1 Troubleshooting

To double check whether or not Binary Ninja was indeed reading the PE header from the overlay, I
replaced the original PE header with null bytes and decremented the NumberOfSections attribute
in the overlay PE header by 1, and then reloaded the binary into the parser. If Binary Ninja
loaded one less section, then it would definitely be reading from the PE header in the overlay. If
Binary Ninja did not load one less section, then perhaps it had saved the original PE header and
was still reading from that. As it turned out, Binary Ninja did indeed load one less section, which
meant that it was reading from the overlay’s PE header, so locating the PE header within the
overlay was not the problem.

5.3.2 Section Shuffling

Online literature cites section shuffling as a common form of PE malformation, whereby the order
of sections are swapped, making sections found at unexpected locations and claiming that this
might crash poorly implemented parsers. Hence, I want to verify whether shuffling the order of
sections has any impact on the tools commonly used for binary analysis, such as IDA Pro and
Binary Ninja.

In order to swap sections and still result in an executable file, the virtual addresses of the
sections must be swapped, the section table updated, and all pointers within the sections involved
(if any) must be resolved. Binary Ninja provides a handy function for determining variables: the
cross-reference window. When clicking on a data variable, the cross reference window will show
the exact memory addresses where the variable is being referenced.

Cross References ®® |
0040139d in sub_401340 .data section started {@x484000-8x484020}
mov dword [Bx484008], eax int3? ¢ _ = Bx0
88481416 in sub_481348 08404004 int32_t data 484004 = @xlda
Mo dword [@x424808], exo 80484008 int3? t data 08 = B2
eed81436 in sub_40143@ 8848408c int32_t data_4084808c = -8x3
mov eax, dword [@xd484008] 00404010 int32_t data_4084910 = @x4000
20484814 int32 t data 484914 = Bx403bde
28484018 int32_t data_484018 = -Bx1
ge48481c int32 t data 48401c = @x@

.data section ended {Ox404080-8x404020}

Figure 13: By clicking on the variable data_404000, the memory addresses in which data_404000
is referenced appear in the cross references window.
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I used this function to identify where references needed to be changed. For instance, select-
ing the first function in Fig. 13 will take me to the exact instruction which references variable
data_404000 as shown below.

P —_—— a= 284081395 edae270008 call GetProcAddress
8348139 33ecld sub esp, BxB

8481418 in sub_ 481349 884013a2 856 test  esi, esi

| mov dword [@xdddgea], @xd 00401324 7411 je Bx481367

BB491436 in sub_ 491438

| mov eax, dword [@xd24808] 20401326 c744248408704000 mov dword [esp+Bxd], ©x487008
884013ae CTB424b3604000 mov dword [esp], @x4868b3
8401305 F4d6 call esi

Figure 14: Binary Ninja not only displays the disassembled instruction, but the exact bytes
corresponding to the instruction. The bytes '404000” appears in little endian in the byte
sequence, referencing the variable data_404000. By changing the bytes, another variable in
another location can be referenced.

I manually changed the references for all variables in Binary Ninja using the hex editor function.
For instance, the data_404000 variable in the original .data section was changed to data_407000,
which is the first variable in the .bss section, and vice versa for data07000. After which, the
swapped variables look like:

s sectlon started {OwddT000-OnENTGTE)
SRS0TER  Untd? t dat

ospTeRd  intl) t dats

Jbas section started {Dwd02000. Bxtd
- Bl DOSREDMY int)d t data
L = O DOS0SDRE At T data

DLDTIRES B 00 00 00 00 B0 0D 00 0284008 20 00 00 09 00 00 80 00
Be5O7S10 B0 99 99 00 99 00 B0 09.99 03 00 00 00 80 90 00 0404040 60 00 B) 00 00 00 00 0000 09 00 09 00 00 B0 80

oltaEdd  Inulil_ 1 dat R - P
plapsBI |

= D
DRI0R028  intll_t data .

= i

eRIpTaI:

PRLRTEID

B8 B2 & 2e [T IERE 88 B0 B9 80
OR0AN 00 00 0D 00 B0 B0 W 00-00 0D 0D 0D

83L0TONc  intdl t dats B0l Lo intl2 t data S840 = Bwld

IREOTR  Intdi_t data PRSRadEd  Intll)_t data_S04040 - OxB

BesBTRLL 02 00 00 99-98 00 09 0O 0O 90 22 e PRLBARLL o0 80 09 90-00 09 00 00 00 00 80 0D
ATO50 00 B0 @0 00 00 00 0D D0-00 09 00 0O OO40SG50 DO 02 00 00 &) B B0 BO.00 0D OB 0

RS2 Tohs ntll t datas L9705¢ = O OSDAES int3Z t dava_&Bdd5¢c = Qwid

W R o8 00 B0 B0

- il
= P

TR -

PRLETRTO

.bss section ended {Enc487008- BwiBPal4) JBEE gection ended [Ewi00R-fwafehia)

Original file Modified file

Figure 15: The BSS section of the original file (left) and after swapping the sections (right).
Only the variable locations have changed.
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.data section started

{0x484000-0x484020)

.data section started {0x407000-0x497020}

08494000 int32 t data_484000 2x0 eo407008 32_t data_407000 = 0xe
egd4ed4eed int32 t data_ 404004 = @xlda eede7ee4 t data 53?362 = Bxlda
00404008 int32_t data_4040808 ex2 eese7ees nt32_t data_4€7008 = Bx2
0048400¢c int32_t data_4084808c = -8x3 8049708c int32_t data_48708c = -8x3
82404010 int32_t data_4040810 = 8x4000 29487918 int32 data 487010 = ©x48080
00484014 int32 t data 404014 = 8x483bde eed407014 data 487014 = @x483bde
00484018 int32 t data 44018 = -ox1 ee4e07018 i _t data_407018 = -@x1
B948401c int32 t data_48481c = 8x0 8040701c int32_t data_408701c = 0x@

.data section ended {@x404800-8x484020} .data section ended {©x4078008-8x407020}

Original file Modified file
Figure 16: The .data section of the original file (left) and after swapping the sections (right).
Only the variable locations have changed.

The result is an executable which works, and which can still be viewed in both Binary Ninja and
IDA Pro. Before the references were resolved, the file was not executable, implying that sections
cannot just be swapped without updating the dependencies. It is likely that packers which try to
compress the sections will preserve their existing order, to prevent the unpacking stub from being
too complicated.

Parsers which use recursive descent parsing would not be easily confused by malformed files
with shuffled sections. IDA Pro and Binary Ninja are both recursive descent parsers, meaning that
they identify the headers and sections of the PE file first, before recursively descending through
the code to disassemble, rather than simply assuming all code is aligned sequentially from the
entry point. This makes recursive descent parsers more reliable to investigate malformed files, in
contrast to parsers which make assumptions about section order.
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5.4 Anti-Debugging

Anti-debugging techniques make it difficult for malware analysts to understand what is going on
in the attack payload. There are three main ways of anti-debugging, the first involving a check on
whether a debugger is attached to the malware (Sections 5.4.1, 5.4.2 and 5.4.3). When debuggers
are detected, the malware will exit and delete its traces. That way, the malware can only execute
the attack payload when no debugger is present. The second method is to prevent debuggers
from attaching to the process (Section 5.4.4), and the third method is to prevent debuggers from
creating memory dumps of the process (Section 5.4.5).

5.4.1 API-based Debugger Detection

IsDebuggerPresent and FindWindow are part of the Windows API, and allow malware to check if
debuggers are present. Below are two sample programs implementing these methods minimally.

5.4.1.1 IsDebuggerPresent

#include <stdio.h>
#include <stdlib.h>

3 #include <windows.h>

5 int main () {

while (1) {
if (IsDebuggerPresent ()) {
printf ("there is a debugger");
}

return O;

Listing 2: DebuggerCheck.c

IsDebuggerPresent detects invasive forms of debugging. Invasive debugging entails the debug-
ger attaching to the process and being able to modify the control flow. The IsDebuggerPresent
routine checks for the BeingDebugged flag in the Process Environment Block (PEB), and moves
the flag value to the eax register.
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BeingDebugged flag in PEB

The PEB can be found in the Thread Environment Block (TEB) of the running thread. The
TEB can be displayed in WinDbg (Figure 17):

dt ntdll!_TEB

0:002: dt ntdll!_TEE

+0=000 HtTib . _HT_TIE
+0=01lc EnvironmentPointer : Ptr32 Void
+0=020 ClientId : _CLIENT_ID

+0=028 ActiwveFpcHandle : Ptriz Void

+0x02c ThreadlocalStoragePointer . Ptr3i2 Void
+0=030 FrocessEnvironmentBlock : Ptr3iZ2 _FPEB
+0x034 LastErrorValue . Tint4B

Figure 17: Displaying the TEB in WinDbg

It can be seen that in 32-bit programs, the PEB is at an offset of 0x30 in the TEB. We can
view the details of the PEB in WinDbg, and see that the BeingDebugged flag is located at offset
2 of the PEB (Figure 18):

dt ntdll!_PEB

0:002: dt ntdll!_PEB
+0=000 InheritediddressSpace : UChar
+0=001 FeadImageFileEzecOption=s . UChar
+0x002 BeinglDebugged . UChar
+0x003 BitField . MChar

Figure 18: Displaying the PEB in WinDbg

In the assembly disassembly of IsDebuggerPresent, we can then see the routine moving the
PEB information, and then the BeingDebugged flag to the eax register (Figure 19).

IDA View-EIP
KERNELBASE:73A38288 kernelbase IsDebuggerPresent:
F5 ¢ ERNELBASE: 73438280 mov eax, large fs:3eh

KERNELBASE:73A38286 movzx  eax, byte ptr [eax+2]
KERNELBASE:73A3828A retn

Figure 19: Assembly routine of IsDebuggerPresent

To achieve a more obfuscated code, the malware can mimic the assembly code and directly
pull the value from the BeingDebugged flag in the PEB instead of making the API call through
IsDebuggerPresent.

Patching IsDebuggerPresent
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When the malware analyst identifies the use of IsDebuggerPresent, it is then a simple task to
patch the return value to the eax register and bypass the check. First, a breakpoint is inserted
just after the IsDebuggerPresent routine returns the value to the eax register (Figure 20). With
a debugger present, the value in the eax register will be set to 1. During the breakpoint, the
malware analyst can patch the value of the register to 0 (Figure 21). The breakpoint and patching
menus can be accessed by right-clicking the respective command and register.

CALL <JHF.EKERNELZZ. T=Deb|| €1s0ebuggerFresent
DDARITEE| .Aod Frl JE SHORT® Debuager,0040135

Ead4Ea12ey | o CPa4z2 MOU DWORD PTR SS:CESFP]1,De|| ASCII "there i= a debugger™
0040136E| | E8 20 CALL CJMP.Emsuort.print | Lprines

Figure 20: Inserting a breakpoint before test eax, eax

Registers [FMA]

EHX DEEEDEEE

ECx TSCE4BFD mswort.y
EDX HEEAREEE

EEX HEIECHEA

ESF bEsAFFaa

EEBF HESAFF1S8

ESI bE4@lz2ga EeEugger

FOT AT s

Figure 21: Setting eax register to 0
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5.4.1.2 FindWindow

FindWindow works in a similar manner as IsDebuggerPresent, by using an API call to search for
the debugger window.
1 #include <stdio.h>

> #include <stdlib.h>
3 #include <windows.h>

5 int main () {
6 while (1) {
7 HANDLE hOlly = FindWindow (TEXT ("OLLYDBG"), NULL);

9 if (hOlly) {
1o printf ("OllyDbg is open!");
H ExitProcess (0);

Listing 3: WindowFinder.c

FindWindow is a more specific method than IsDebuggerPresent, as the malware author needs
to know which windows to look out for. Some common x86 debuggers include OllyDbg, IDA Pro
and WinDbg, but this list is not exhaustive.

Like IsDebuggerPresent, FindWindow also uses an API call, making it vulnerable to patching
by malware analysts. After the call to FindWindowA, the handle value is stored in the eax register
and should be zeroed.

Nevertheless, compared to IsDebuggerPresent, FindWindow is less overt as an anti-analysis
APT call. Legitimate, benign programs are more likely to use FindWindow.
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5.4.2 Exception-based Debugger Detection

In using API calls, malware become susceptible to simple runtime patching. To increase the anti-
analysis complexity, malware authors have used exception-based techniques to detect debuggers.
The core idea behind exception-based debugger detection is to use debugger-specific functions that
will raise exceptions when no debuggers are present.

5.4.2.1 OutputDebugString

OutputDebugString is a function used to send logging and debugging information to debuggers.
When a debugger is present, the string is successfully sent to the debugger and no exceptions are
raised. Without debuggers attached to the program, OutputDebugString raises an exception.

#include <stdio.h>
#include <stdlib.h>

3 #include <windows.h>

5 void main () {

DWORD userValue = 12345; // user—-defined value
SetLastError (userValue) ;
OutputDebugString ("this string is for the debugger");
if ( GetLastError () == userValue ) {

// no additional error raised

printf ("Debugger detected");

} else {
printf ("No debugger detected");
printf ("\n Last error: %d", GetlLastError());

Listing 4: CheckOutputDebugStringlLastError.c

The OutputDebugString program was run in Windows 10, in the presence and absence of
debuggers (OllyDbg). However, both scenarios resulted in ”debugger detected”. This output
suggests that even without debuggers present, the LastError value was not modified.

As the literature being referenced could be outdated, we looked at the Windows OutputDe-
bugString documentation.

If the application has no debugger, the system debugger displays the string if the
filter mask allows it. (Note that this function calls the DbgPrint function to display
the string. For details on how the filter mask controls what the system debugger
displays, see the DbgPrint function in the Windows Driver Kit (WDK) on MSDN.)
If the application has no debugger and the system debugger is not active,
OutputDebugString does nothing. Prior to Windows Vista: The system
debugger does not filter content
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The documentation, contrary to most literature, states that nothing happens when no de-
buggers are present. Nevertheless, there is an exception listed for systems prior to Windows
Vista, suggesting that the implementation of OutputDebugString changed with the introduction
of Windows Vista.

We set out to test the OutputDebugString on various operating systems.

Operating System Debugger Present Result
Wi 1 £ | D dowe

Widows T (VAWare) |y e el

] A s

Table 4: CheckOutputDebugStringLastError results

As shown, OutputDebugString works only on Windows XP, due to a change in implementation.
On Windows XP, without a debugger, error code 2 is raised. In all, OutputDebugString is a more
subtle way to detect debuggers than API calls like IsDebuggerPresent or FindWindow, but it is
outdated. A large majority of the user base has already moved away from Windows XP systems.

Patching OutputDebugString

For completeness, a demonstration of how to patch OutputDebugString in Windows XP is
shown. OutputDebugString works by reading the error value, but it is not possible to patch this
value in OllyDbg. Instead, the call can be patched by modifying the jump instruction at the if-else
statement.

This if-else patching only works when the if-else block is found in the malware. The technique
is also applicable to the other anti-analysis methods which rely on if-else checking.

The first method is to change the flag values, similar to patching register values (Figures 22
and 23).

86481 573|] -] CALL £ JMP. *KERNELSZ. SetlaztEr{LsetlaztErrar
HE4E1372]] .| SUB ESP, 4
HE4E137FE|] .| MOU OWARD PTR S5:LCESP1, Outputl| ASCII "this string iz for the debuc
HE4E1352)] .| CALL <JMP.&KERMHEL3Z2. OutputDebl LOutputDsbugStringA

BE4E1227 ] .| SUB ESP, 4
HE4E132A]] of CALL £JMP.&KERMHELSZ2. GetLastEr)| CGetLastError
HiEdiE125F ] .| CHP ERE, OWORD PTE 55: [EBP-CI
o JHE SHORT OutputDe. 88461 3A2
HiEad4EA1394 ] of MOU OWORD PTR S5:CESP1, Qutputl]| ASCII "debugger detected™
HE4E139E | of CALL <JMP.&mswert.printf printf

HE4E13AA ] . JMP SHORT OutputDe. 80481 3AE
HE4A13A2 MOW DWORD PTR SS:LCESP1, Qutputl| ASCII "no debugger detected™
E4E13A2|] .| CALL 4P Emsvcrt.printf printf

Figure 22: Inserting a breakpoint at the JNZ instruction
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i

LastErr

22bit BIFFFFFFFF]
Z2bit BIFFFFFFFF)
32bit BIFFFFFFFF]
32bit BIFFFFFEFF]
32bit ZEEBEEAFFF)
3zZbit BIFFFFFFFFY

BEEEIESS

Figure 23: Resetting the Z flag to 0

The second method is to change the instruction being executed. The cmp instruction (Figure
24) checks if the LastError value is the same as the user-defined value.

AA46 1220
BR46E1332

CALL £JMP. &KERMELZ2. GetLastEr
CHP EAX,OWORD FTR S5: CEEP—C]
JHZ SHORT OutputDe.B84813A2

CGetLastError

Figure 24: cmp instruction before patching

To change the result, we make the cmp instruction compare the LastError value with another

value (Figure 25) .

W, | iR ERRL L

Figure 25: cmp instruction after patching

Here, we demonstrate the benefits of setting the LastError value at the start of the program.
Firstly, we obfuscate the cmp instruction. By default, the LastError value is set to 0, so without
setting a user-defined value, the cmp instruction merely compares with a 0 value. Secondly, we
do not make assumptions about the default LastError value being 0. The malware program can
then run other routines that may modify the LastError value.
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5.4.3 Privilege-checking-based Debugger Detection

Windows programs can run with different privileges. A normal user-mode program will not have
privileges like SeDebugPrivilege enabled. SeDebugPrivilege allows debuggers and the debugged
processes to inspect and adjust the memory of other processes. However, when processes are
being debugged, they inherit the privileges of the debugger, which has SeDebugPrivilege enabled.
It is then possible to detect if a process is being debugged by checking if the process has the
SeDebugPrivilege enabled.

5.4.3.1 Opening csrss.exe

Csrss (client/ Server Runtime Subsystem) is a privileged process. In Windows XP and Windows
7, csrss could only be opened by processes with SeDebugPrivilege enabled. The following pro-
gram attempts to open csrss.exe and checks if ERROR_ACCESS_DENIED was thrown, indirectly
checking for the SeDebugPrivilege.

#include <stdio.h>
#include <windows.h>

typedef HANDLE (x_CsrGetProcessId) ();

void main () {
HMODULE nt = GetModuleHandle ("ntdll.dl11l");
_CsrGetProcessId CsrGetProcessId =
(_CsrGetProcessId) GetProcAddress (nt,"CsrGetProcessId");

HANDLE pid = CsrGetProcessId();
HANDLE process = OpenProcess (PROCESS_ALL_ACCESS, FALSE, (DWORD) pid);

if (GetLastError () == ERROR_ACCESS_DENIED) {
printf ("no debugger detected");
} else {

printf ("debugger detected");
}

Listing 5: OpenCsrss.c

A summary of the results in different operating systems is shown below (Table 5). As men-
tioned earlier, opening csrss.exe shows the expected results in Windows XP systems (tested with
VirtualBox and VMWare).
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Operating System Debugger Present Result
Wi A
*
Wdows 7 (Vi) || D il
Wdows X0 (Vo) | 5| Do et

Table 5: OpenCsrss results
x The debugger must have elevated privileges

Mandatory Integrity Control (MIC), an integrity level-based privilege control system, was in-
troduced in Windows Vista. In the MIC system, there are four integrity levels (LOW, MEDIUM,
HIGH, SYSTEM), with processes having MEDIUM integrity by default and elevated processes
having HIGH integrity. In Windows 7 systems, granting SeDebugPrivilege to processes with
HIGH integrity allows these processes to access SYSTEM integrity processes. However, in Win-
dows 10, processes with SeDebugPrivilege were not able to open Csrss.exe because of a modified
protection level system introduced. Csrss has a protection at the Windows Trusted Computing
Base (WinTcb) level (Figure 26).

ICE]|
Image Performance Performance Graph Disk and Metwaork
GPU Graph Threads TCP/TP Security Environment Strings

User: MT ALUTHORITY\SYSTEM
SID: 5-1-5-18

Session: 0 Logon Session: 3e7
Virtualized: Mo Protected: PsProtectedSignerWinTch-Light
=
Group Flags
BUILTIN Administrators Owner
Evernyone Mandatary

Mandatory Label"System Mandatory Level Integrity
NT AUTHORITY Authenticated |sers Mandatory

Figure 26: Csrss.exe properties in ProcessExplorer (Windows 10)

Previously in OutputDebugString, the program always detected the presence of a debugger
(false positive). However, in OpenCsrss, the program was always unable to open csrss and hence
always detected the absence of a debugger (false negative). In the context of debugger detec-
tion, false positives would limit the effectiveness of the malware spread as the program would
self-destruct on almost every system. On the contrary, false negatives would mean that the mal-
ware continues executing without being aware of the presence of debuggers, exposing its internal
processes to malware analysts.
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5.4.3.2 Reading SeDebugPrivilege value

Instead of implicitly testing for SeDebugPrivilege, we can directly read the process token to check

if SeDebugPrivilege is enabled.

I #include <stdio.h>
> #include <windows.h>

i BOOL CheckSeDebugPrivilege () {

6 LUID luid;

7 PRIVILEGE_SET privs;

8 HANDLE hProcess;

9 HANDLE hToken;

10 hProcess = GetCurrentProcess|();

12 if (!OpenProcessToken (hProcess, TOKEN_QUERY,
13 return FALSE;

&hToken) ) {

16 if (!LookupPrivilegeValue (NULL, SE_DEBUG_NAME, &luid)) {

17 return FALSE;

20 privs.PrivilegeCount = 1;
21 privs.Control = PRIVILEGE_SET_ALL_NECESSARY;
22 privs.Privilege[0].Luid = luid;

23 privs.Privilege[0] .Attributes = SE_PRIVILEGE_ENABLED;

25 BOOL result;
26 PrivilegeCheck (hToken, &privs, &result);
27 CloseHandle (hToken) ;

29 return result;
32 void main () {
33 int result = CheckSeDebugPrivilege () ;

34 DWORD pid = GetCurrentProcessId();

36 printf ("Process %d, SeDebugPrivilege: %$x\n",

38 if (result == 1) {
39 printf ("debugger detected");
10 } else {

11 printf ("no debugger detected");

pid, result);

Listing 6: ReadSeDebugPrivilegeValue.c

ReadSeDebugPrivilegeValue was tested on different operating systems, and the results are

shown below.
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Operating System

Debugger Present

Result

: v Debugger detected
Windows 10 X No debugger detected

. v Debugger detected
Windows 7 (VMWare) X No debugger detected

. v Debugger detected
Windows XP (VMWare) X No debugger detected

Table 6: ReadSeDebugPrivilegeValue results
x The debugger must have elevated privileges
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5.4.4 Anti-Attaching Techniques

Earlier in the section, numerous ways of detecting debuggers were analysed. However, anti-
debugging methods can be more complex than just simply detecting a debugger. These anti-
attaching techniques focus on preventing external debuggers like WinDbg from invasively attach-
ing to the malicious process. Invasive debuggers have the ability to suspend all the threads in the
debuggee, and access the debuggee’s memory and registers.

5.4.4.1 Self-Debugging

Each process can only have one debugger attached to itself. Hence, one such anti-attaching
technique is for the malware to debug itself. In self-debugging, the malware process spawns and
debugs a child process, and in turn this child process is debugging the parent process. Spawning
another process is necessary because a process cannot debug itself (which involves suspending its
own threads).

#include <stdlib.h>
#include <stdio.h>

#include <pthread.h>
#include <windows.h>

int successfulDebugging = -1;

// Method for parent to spawn and debug child process
void spawnAndDebugChild () {
HANDLE hProcess = NULL;
PROCESS_INFORMATION pi;
STARTUPINFO sij;
ZeroMemory (&pi, sizeof (PROCESS_INFORMATION)) ;
ZeroMemory (&si, sizeof (STARTUPINFO)) ;

GetStartupInfo (&si);
char commandArgs[1024];
sprintf (commandArgs, "%$s %d",GetCommandLine (), (int) GetCurrentProcessId());
CreateProcess (NULL, commandArgs, NULL, NULL, FALSE,
DEBUG_PROCESS, NULL, NULL, &si, é&pi);

// Parent program

5 void executeParentProgram() {

spawnAndDebugChild() ;
DEBUG_EVENT DbgEvent;

while (1) {
WaitForDebugEvent (&DbgEvent, INFINITE);

if (DbgEvent.dwDebugEventCode == EXIT_PROCESS_DEBUG_EVENT) {
ExitProcess (-1);
} else if (DbgEvent.dwDebugEventCode == QOUTPUT_DEBUG_STRING_EVENT) ({

printf ("this is the malicious payload");
ExitProcess (0);
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ContinueDebugEvent (DbgEvent .dwProcessId, DbgEvent.dwThreadId,
DBG_CONTINUE) ;

// Method for child to debug parent

5 void *debugParent (void *pid_void_ptr) {

DWORD *pid_ptr = (DWORD x)pid_void_ptr;
successfulDebugging = DebugActiveProcess (xpid_ptr);

DEBUG_EVENT DbgEvent;

while (1) {
WaitForDebugEvent (&DbgEvent, INFINITE) ;
ContinueDebugEvent (DbgEvent .dwProcessId, DbgEvent.dwThreadId,
DBG_CONTINUE) ;

// Child program
void executeChildProgram (DWORD pid) {
pthread_t debugParentThread;
pthread_create (&debugParentThread, NULL, debugParent, &pid);

// Update debugging status for parent thread

while (successfulDebugging == -1) ({
if (successfulDebugging == 0) {
ExitProcess (-1);
} else {

OutputDebugString ("success") ;

pthread_join (debugParentThread, NULL);

void main(int argc, char xargv[]) {
if (argc > 1) {
executeChildProgram ( (DWORD) atoi(argv([1l]));
} else {
executeParentProgram() ;

Listing 7: SelfDebugging.c
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Spawn and debug

Parent DebugActiveProcess Child

OutputD ebugString

Figure 27: Self-debugging Diagram

The self-debugging workflow is as follows:

10.

11.

. The executable is run by the user. The parent process is started.

The parent process spawns and debug the child process. Debugging is achieved via the
DEBUG_PROCESS process creation flag.

Another instance of the executable is spawned, with the process ID of the parent process
passed in as a system argument.

Since there is an argument passed into the execution, then the child process is started.

The child process spawns a thread that attempts to debug the parent process. A new thread
is needed because the current thread is used to prevent a deadlock later on. Since the child
and parent processes are listening to debug events and handling breaks from each other, we
would be unable to send a debug signal on single-threaded processes.

The DebugActiveProcess call in the new thread updates the successfulDebugging global
flag, so that the other thread in the child process can read its value.

The initial value of the successfulDebugging flag is set to a neutral value, so the child
debugger only sends a signal after the DebugActiveProcess routine has been completed.

The child debugger checks if the DebugActiveProcess was successful. If successful, Output-
DebugString is called, sending an OUTPUT_DEBUG_STRING_EVENT signal to the parent
process. Else if debugging the parent process was not successful, ExitProcess is called, send-
ing an EXIT_PROCESS_DEBUG_EVENT to the parent process.

The parent process is actively listening for debug events. If the parent process detects that
the child process has exited, it will also exit.

The parent waits until the child debugger has sent an OUTPUT_DEBUG_STRING_EVENT
before executing the malicious payload.

When the malicious payload is done executing, the parent process exits. Since the parent
process was debugging the child process, the child process also exits.
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As the malicious payload is executing, external debuggers like WinDbg will be unable to attach
to the program. This technique can be demonstrated by executing an infinite while loop as the
malicious program, and attempting to attach to the process with WinDbg.

5.4.4.2 Debugger Detachment

However, self-debugging programs can be defeated by manually detaching the debugger. The
malware analyst can run the self-debugging program in a virtual environment, then access the
EPROCESS structure of program. The EPROCESS structure is a kernel-mode representation
of a process, containing information like the PEB which was mentioned earlier (Section 5.4.1.1).
While the PEB could be accessed in user-mode, most other information in the EPROCESS can
only be accessed via kernel-mode debugging.

The following experiments were done using a Windows 10 host and a Windows 7 Guest
(VMWare), connected via a serial port.

DebugPort value in EPROCESS

The EPROCESS address can be retrieved by running the extension:

!'dml_proc

kd> ldml_proc

Address FPID Image file name
g3f2fbds 4 Sy=temn
Gd4entd40 £8 SNES . EHE
45500030 13z c=rss.eXe
GLE0f8a8 160 wininit.exe
83fb20d8 16z c=rss.eXe
S5537030 1lal winlogon.exe
8554B030 1d0 services. exe
854df388 1e0 lsass.exe
A5550258 1=8 l=m.exe=
85599030 254 svchost.exe
455b0bd0 294 svchost . exe
855c1c88 2cd  svchost.exe
8561dd40 338  svchost . exe
G5E09810 35c svchost.exe
85669380 3f8 svchost . exe
GLET7E420 448 svchost.exe
GShaslal 4al8 =pooclsv.exe
856bdd40 4cc  svchost.exe
A56f6658 52c svchost . exe
G57dfcl® B4c  taskhost.exe
G57083880 780 =ppsvc.exe
45724030 7e8 GoogleCrashHan
576590 A6f8  dwm.exe
4587fald 7lc explorer.exe
858c18b8 560 SearchIndexer.
G58=fL58 80c chrome.exe
85294480 =98 svchost . exe
85943660 bd0 InfiniteProgra
858ce030 840 conhost . exe
85969920 bcl  audicdg.exe
85966440 fbB8 OLLYDEG.EXE
85614030 a3c SearchProtocol
85728398 b48 SearchFilterHo

Figure 28: Displaying the list of active processes in WinDbg

Alternatively, the program name can be looked up:
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'process 0O 0 InfiniteProgram.exe

The parameters 0, 0 present a shortened version of information to display. Information on the
EPROCESS address and PEB address are shown.

kd: lprocess 0 0 InfiniteProgramn.exe

PROCESS 85943660 Se=s==sionld: 1 Cid: 0b40 Peb: 7fidf000 ParentCid: 071c
DirBase: 16d45000 ObjectTable: 9301bebl HandleCount : .
Inage: InfiniteProgran.exe

Figure 29: Displaying process information in WinDbg

To display the EPROCESS structure, the following command is used:
dt nt!_EPROCESS <EPROCESS address>

<EPROCESS address> is an optional argument. When supplied, the fields of the EPROCESS
structure are populated.

In particular, we are interested in the DebugPort of the EPROCESS. In 32-bit Windows 7,
the DebugPort is at offset OxOec. When a process is being debugged, the DebugPort contains the
address of the debug object handle (Figure 30).

kd: dt nt!_EFROCESS 85943660

+0=000 Pcb . _KPROCESS

+0x098 ProcessLocl . _EX PUSH_ LOCE

+0x0al CreateTime : _LARGE_INTEGEE 0=01d53d3a" bobhabbel
+0x0a8 ExitTine : _LARGE_INTEGEE 0=0

+0x0b0 EundownProtect . _EX_RUHDOWH_EREF

+0=0bd TnigueProces=Id : 0=00000b40 Void

+0=0b8 ActiveProcessLlinlks : _LIST ENTEY [ 0=x858cel=8 — 0x85a94538 ]
+0=0c0 ProcessQuoctalzags : [2] Ozxdbi

+0x0c8 FProces=JuotaPeal: 0 [2] 0x7Y80

+0x0d0 CommitCharge o O=3c

+0x0d4 QuotaBlock : 0x855b04c0 _EPROCESS QUOTA BLOCK

+0=0d8 CpuCuctaBlock o (rnuall)

+0=0ds PealkVirtualSize : 0x943000

+0x0el VirtualSize o 0=9d4d3000

+0xled SessionProcessLlinl=s . _LIST ENTREY [ 0=x858ce6lld — Ox858e=feic ]
+0=lec DebugPort . 0x857e0fal Void

Figure 30: DebugPort of a process being debugged

We can retrieve more information on the debug handle by running the extension:

'handle

Note that if the process context is set using:

.process <EPROCESS address>
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then the EPROCESS address should be the EPROCESS address of the debugger process and
not the debuggee process.

The DebugObject handle can be seen, and the address of the object is the value stored in the

DebugPort.

013c:

Object: B5760fal Grantediccess: 001f000f Entry: 9690b278

Object: 85760fal Type: (83f2f858) Debuglbject
ObjectHeader: 85Y60f88 (new wversion)

HandleCount: 1 PointerCount: 2

Figure 31: DebugObject handle address

On the contrary, when a process is not being debugged, the DebugPort would be 0 (Figure

32).

kd: dt nt!_EFROCESS §553cd10

+0=000
+0=098
+0=0a0
+0=0a8
+0=0b0
+0=0bd
+0=0kb84
+0=0cz0
+0=0=8
+0=0d0
+0=0d4
+0=0d8
+0=0dc
+0=0el
+0=l=d
+lzxlec
+0=0f0
+0=01£0

Fch : _KEPREOCESS
FProces=Loclk . _EX PUSH_TOCE
CreateTine : _LARGE_INTEGEE 0=01d53k9b bfaf94f0

ExitTine LARGE_INTEGER 0=0

FundownFProtect EX_RUNDOWH_REF

TnigqueProces=sId . 0=x00000408 Void

ActiweProcessLlinks : _LIST_ENTRY [ 0=858300=8 - 0=840dc=648 ]
Procez=Cuotall=z=ags : [2] 0=x438

Proces=QuctaPeal: © [2] 0=x438

CommnitCharge 034

DuotaBloclk o 0=x85547200 _EFROQOCESS_QUOTA BLOCK
CpufuotaBloclk © {null)

PealkVirtualSize  0x7£3000

VirtualSize ;o 0x743000

SeszsionProces=Llinks : _LIST _EWNTRY [ 0=85830114 — 0=8L581d6dc ]
DebugPort c (nuall)

ExceptionPortData : 0=x85538{00 Void
EzxzceptionPortValuse : 0x85533f00

Figure 32: DebugPort of a process not debugged

BeingDebugged flag in PEB

Another indicator of a program being debugged is the BeingDebugged flag in the PEB. Earlier,
we referenced this value for the call to the IsDebuggerPresent method. The key difference between
the BeingDebugged flag in the PEB and the DebugPort in the EPROCESS is that the BeingDe-
bugged flag is only informative. On the contrary, the DebugPort value affects the debugging status

of the process.

Setting DebugPort value in EPROCESS to 0

When the DebugPort of a process being debugged is set to 0 (Figures 33 and 34), the debugger
is detached from the process.
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kd: dd 859436604=c

8594374 B5760fal 85524600 9301beb0 9593c033
8594375 00012b47 00000000 00000000 oooo00oo0
8594376 00000000 OOO0O0OOOO OO0O0O0O0000 Oo00000Za
8594377z 00000000 ff8cfled B4eSbech 93022993
8594378z 00400000 S6abtach OOO00O0OO00 OO0OOOOOO
8594379z 00000000 0000071c OOOOQOOOO OO0O0OO00o0
859437ac 00000840 917=97b8 00000000 Zf£idd000
859437bc 00000000 OOOOOQOOO 00000000 S0=e3b0OO00

Figure 33: DebugPort value before being set to 0

kd:> =ed 8594366042z 0

kd: dd 85943660+ec

8594374 00000000 55524600 9301beb0 9593c033
8594375 00012b47 00000000 00000000 oooo00oo0
8594376 00000000 OO0OOOQOO0 OOO0O0OO000 Oo0o0002a
8594377z 00000000 ffeciled Bd4eSbecd 930a=998
85943758z 00400000 S6abtach 00000000 OO0OOOOOO
8594379z 00000000 0000071c OO0O0OOOO0 Oooo00o0o0
859437ac 00000840 917=97b8 00000000 Zf£idd000
859437bc 00000000 OO0OOOQOQOO OQOO000O000 20=3bL0O00

Figure 34: DebugPort value after being set to 0

The debuggee is now unable to send debugging messages to the debugger via the communication
port (DebugPort). As such, the debugger has been detached and another debugger can attach
to the process. However, the BeingDebugged flag is still set at this point (Figure 35), since the
BeingDebugged flag is only loaded at the time of execution. This flag has no effect on debugger
communication since it is only informative.

kd: process 85943660

Inplicit process iz now 285943660

WARHING: . cache forcedecodeuser 1= not enabled
kd: !peh

FEE at 7ffdf000

InheritediddressSpace: Ho
FeadInageFileExecOption=s: Ho
Beinglebuggsed . V==
InageBa=zebiddress: ngo4noono

Figure 35: BeingDebugged flag after DebugPort is set to 0

When another debugger attaches to the process, a new handle value at the DebugPort is set.
Setting BeingDebugged flag in PEB to 0

Since the BeingDebugged flag is only informative, setting the BeingDebugged flag to 0 does not
detach the debugger. While resetting the flag will fool the IsDebuggerPresent API call (Section
5.4.1.1), it is more efficient to simply patch the return value of the APT call.
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5.4.5 Anti-Dumping Techniques

Dumpers like OllyDumpEx have the ability to take snapshots of the executable as it runs. As
shown earlier, dumping is useful for analysts to recover and analyse the unpacked state of files.
OllyDumpEx is a very common tool that relies on routines like ReadProcessMemory and Virtu-
alAlloc. It is also known that OllyDumpEx uses the SizeOflmage from the PEB as an argument
for the size parameter of these functions.

A popular anti-dumping technique is then to modify the value of SizeOflmage in the PEB (at
runtime) to a very large value. This way, the dumping would not work. Most literature do not
specify the expected behaviour of anti-dumping techniques, so we work to explore this question in
this section.

The following experiments are done using a 32-bit InfiniteProgram, with OllyDumpEx as the
dumper. Modifying the PEB is done via kernel debugging from a Windows 10 host to a Windows
7 guest (VMWare).

5.4.5.1 Modifying SizeOflmage in PEB

Every module loaded into memory has an image size that is stored in the PEB (Figure 36).

ld: lpeb
FEE at 7ffdalon
Inheritediddres=sSpace: Ho
FeadImnageFileExecOption=s: Ho
BeingDebugged : Hao
InageBaseiddres=s=s: oo4a0000n
HtGlobalFlag: 0
HtGlobalFlags: 0
Ldr 77217880
Ldr . Initialized: Tes
Idr.InInitializationOrderModuleli=t: 002c18b8 | 002c24f£0
ILdr . InLoadOrderModuleli=t : 0021828 . 002=24=0
Ldr . InMemorvOrderModuleli=st : 002c=1830 . 002c24e8

Figure 36: InLoadOrderModuleList in PEB

InLoadOrderModuleList is a doubly linked list containing one entry for every module loaded.
Every entry points to a LDR_MODULE structure for the module loaded. Since the modules are
shown in load order, the first module loaded is the executable itself (e.g. InfiniteProgram.exe).

kd> dt nt!_LDE_DATA_ TABLE EHNTREY 2cl&:zi
+0=z000 InloadOrderlinks : _LIST _EHTRY [ 0x2cl18a8 - 0x77cl?788c ]

+0x008 InMemorvOrderlinks : _LIST EHNTEY [ 0Ox2cl8b0 - 0x77c17894 ]

+0x010 InInitializationOrderlinks : _LIST EHNTRY [ 0x0 - 0x0 ]

+0xz01% D1lBase o O=z00400000 Void

+0xz01lc EntryPoint : 0=x00401280 Void

+0x020 SizelfImage o Oxd0on

+0x024 FullDllHame ¢ _UHICODE STREIHG "C:~U=zers=~user-Desktop~InfiniteProgram. exs"
+0xz02c Ba=seDllHame : UOHICODE STRING "InfiniteProgram.exe"

Figure 37: InLoadOrderModuleList in PEB
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I edited the SizeOflmage value in the PEB, as shown below (Figure 38).

kd: ed 2c=1828+20 40000000

kd> dt nt!_LDE DATA TAELE ENTRY 2c18:28
+0x000 InloadOrderlinks : _LIST EHTEY [ O0x2cl8ald — 0x77c1788c ]
+0=008 InMemcryvOrderLinks : _LIST_ENTEY [ O0xZcl8b0 — 0x77c17894 ]
+0=010 InInitializationOrderlinks : _LIST_EHTEY [ 0=0 - 0=x0 ]

+0=x018 D1lBase » 0=x00400000 Void
+0x01lzc EntrvPoint - O0=00401280 Woid
+0=020 SizeCfInage o DedOoooooo

Figure 38: Modifying SizeOflmage in LDR_MODULE

However, OllyDumpEx was still able to successfully dump the file. The dumped executable
could be run. We then tried variants of modifying the size of image, because OllyDumpEx could
have other methods of calculating the image size.

Instead of reading the size of image value from the PEB, OllyDumpEx could have retrieved the
value from the PE header. We first examined modifying the SizeOflmage value in the PE header
in memory. Other than directly reading a field value for the image size, OllyDumpEx could have
summed up the sizes of the sections. Hence, we examined modifying the size of the last section
in memory. It is not possible to change these values on disk because the executable loading will
raise an error and the file cannot be run.

5.4.5.2 Modifying SizeOflmage in PE header in memory

The memory address of the SizeOflmage value can be found using Binary Ninja.

o InfiniteProgram.exe (PE Linear) !

ge4eesde uint32 t sizeOfImage = BxdBB0
Be466644 uint32 t size(fHeader: BxA606

Figure 39: Address of SizeOflmage in PE header in memory

In WinDbg, the process context can be set to the current process, then the editing of the
SizeOflmage value in the PE header in memory can be done.

kd:> dd 00400040

oo4000d40 00004000 OO0OO0400 0000=1£3 00000003
004000=0 00200000 00001000 00100000 OOOO1000
oo4000£f0 00000000 OOOOOO10 oO0o0oooo ooooooaoo
00400100 00006000 0OOOO39c OO0OOOOOCO OOOOOO0O0
00400110 00000000 OOO0OO0OO0O o0oooooo ooooooaoo
oo400120 00000000 OOOOOQOOQO oOooooooo ooooooao
00400130 00000000 OOO0OO0OO0O o0oooooo ooooooaoon
00400140 00008004 00000018 00000000 Q0000000

Figure 40: SizeOflmage value before being set to a large number
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kd: =d 00400040 dooooooo

kd> dd 00400040

oo4000do  4ooooodo ooooo400 0000c1f3 00000003
004000=0 00200000 0O0O1000 00100000 QO0O01000
oo4000£f0 00000000 OOOOOO10 OO0o000o00 aoooooao
00400100 00006000 0OO0OO39= 00000000 Qo0o0oaon
00400110 00000000 00000000 OO0o0o0o0 aoooooao
oo400120 Q0000000 00000000 aooaoaod oo0ooao0a
00400130 00000000 OOO0OOOO0O OO0o0o0o0 aoooooaon
00400140 00003004 0O00O0O1S OO0OO0OOOO QOOOOOO0

Figure 41: SizeOflmage value after being set to a large number

As a result of this change, OllyDumpEx will incorrectly read the SizeOflmage as the increased
value.

OllyDumpEx v1.72 - InfiniteProgram.exe @
Module
Base: * Module IC:'\Users‘\user'\Desklop'\lnﬁnileProgram_e:-ce LI Dump |
" Memory IIZI[I4I3[I[|I]EI (00001000) A lmag /R / InfiniteProgram.exe / PE

_l Cancel |

" Address

ListSection: (¢ BaseOnly ¢ AllMemory ¢ Address Range |00400000 °
Dump Mode: % Rebuld (" Binary [(Raw) ¢ Binary [Virtual)

Image Source: * Memory Disk ReScan Memory |

03400000

Search
Search Area: ¢ Select " Al Memory (exclude listed module) Search Image | Format
Search Mode: % Strict " Fuzzy [slow) * PE
Search Result: | | " ELF
Image Option
Image Base: |UEI4DEIDEIU Fix Virtual Offset | [V Prefer Original Characteristics (Need Rescan)

) [V Fix Corupted Image Header Structure
Image Size: |||:IUIJUEIDIJU [~ Disable Relocation

Entiy Point: IDUDEI'l 280 : I [7 Auto &djust Image Base Address

I Rebuild DataDirectory (Follow ImageBase Change)
[T Search &ll Occurrences

Figure 42: OllyDumpEx incorrectly reading the SizeOflmage value

However, OllyDumpEx could still successfully dump the file. We then analysed if this dumped
executable had lost any information.

When opening the dumped executable in IDA Pro, warnings were issued about a corrupt string
table length (Figure 43) and COFF symbol table (Figure 44).
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W Warning x

Corrupt string table length: 1701269940 (only 28026 bytes left). Truncating.

L

Figure 43: Corrupt string table length warning

® Warning >

Corrupt COFF symbol table: too many aux records for COFF symbol #600.

i

Figure 44: Corrupt COFF symbol table warning

However, other than these warnings, there were no visible differences between the dumped
executable and the original executable. The dumped executable had its SizeOfImage value restored
to the original value. The strings and import table were identical. Additionally, the disassembly
result of the main function was identical up to naming of functions and variables.

This change to the file proved the most promising in terms of its anti-dumping functionality.
More investigation can be done into the intended effects of anti-dumping. Furthermore, editing
the SizeOflmage exploits knowledge about the implementation of OllyDumpEx. Over the years,
OllyDumpEx could have implemented improved checks for corrupt file handling, as indicated in
their v1.00 bug fix on 12 March 2013:

Improve: PE Header parse and modify more carefully (corrupt PE handling)

5.4.5.3 Modifying size of last section in PE header in memory

Perhaps, the size of sections were used as checksums in OllyDumpEx’s program. The address of
the VirtualSize field of the last section can be located using Binary Ninja. Then, the VirtualSize
was increased to a large value (from 0xdl to 0xd00000d1). At this point, OllyDumpEx would still
read the image size as 0xd000.

Using the technique in Section 5.4.5.2, the SizeOflmage in the PE header was concurrently
edited. OllyDumpEx now reads the image size as 0xd0000000, but can still successfully dump the
executable.

The anti-dumping tricks were not successfully replicated, so this is an area that future work
can focus on.
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5.5 Anti-Virtual Environment

The purpose of detecting virtual machines parallels that of why malware would want to detect the
presence of debuggers. Execution in virtual environments signals to the malware that an analyst
is attempting to capture and scrutinise its behaviour. Virtual environments aim to replicate
physical systems as closely as possibly, but the tools provided to make virtualisation powerful
also leak information that the machine is virtualised. We look at a simple way to detect virtual
environments - by querying the registry of a system.

5.5.1 Registry Query

#include <windows.h>

> #include <iostream>

3 using namespace std;

5 int main () {

HKEY hkey;

int n = RegOpenKeyEx (HKEY_ LOCAL_MACHINE,
TEXT ("SYSTEM\\CurrentControlSet\\Control\\VirtualDeviceDrivers"),
0, KEY QUERY_VALUE, s&hkey);

if ( n == ERROR_SUCCESS ) {
cout << "VM detected" << endl;
} else {

cout << "VM not detected" << endl;
}

return O;

Listing 8: RegQuery.cpp

Virtual Machine | Operating System Result
None Windows 10 VM not detected
Windows XP VM detected
VMWare Windows 7 VM detected
VirtualB Windows XP VM detected
Hriualbox Windows 7 VM detected

Table 7: RegQuery results

While the registry entry may not appear in every virtualised environment, its existence in two
popular virtualisation technologies (VMWare and VirtualBox) makes this VM-detection technique
effective. A more comprehensive study can be done on other registry entries that are unique to
virtual environments. Another registry entry that can be queried is the Network Address registry,
to lookup the machine’s MAC address. VMWare and VirtualBox have known OUIs, and VM Ware
machines must adhere to the 00:50:56:XX:YY:ZZ format to function correctly.
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6 Specification

Throughout the document, we have made references to different tools, programs and operating
systems. Their full specification is shown here.

e Virtualisation Technologies

— VMWare Workstation 15 Player
— VirtualBox 6.0.8
e Operating Systems

— Windows XP SP3 Home Edition (32-bit)
— 7 Home Premium (32-bit)
— Windows 10 Enterprise N (64-bit)

e Tools

— ProcMon 3.52

— UPX 3.95w

— PEiD 0.95

— Detect It Easy 2.04

— BinaryNinja 1.1.1689 demo (Build ID 856ac082)

e Compilers
— gee/g++ 5.1.0 (tdm-1)
e Debuggers

— OllyDbg 1.10
— WinDbg 10.0.18362.1 (x86)
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7 Conclusion

We have covered ground on how malware employ anti-analysis techniques to make it difficult to
analyse their behaviour. These anti-analysis techniques work against different types of static and
dynamic analysis, which are key pillars of malware analysis.

8 Future Work

In each area of our analysis, we have identified future directions to expand the project on.

1. Packer Detection Techniques

e Create tools to automatically generate permutations of changing byte strings

e Reverse engineer PEiD to examine and evade its packer detection techniques
2. Tools and Procedures for Unpacking Binaries

e Automate the unpacking process by inserting instrumentation code to perform checks
to verify at which point the unpacking stub has already finished decompressing code
and transferred control to the OEP (for instance, checking if the location the tail jump
jumps to is a location which the unpacking stub has already written to before).

e Exploring how to unpack packers with anti-debugging tricks
3. PE Malformation

e Successfully shifting the PE header into the overlay
e Documenting the requirements of the Windows loader
e Try other forms of PE malformation and document ways of replicating and bypassing
them
4. Anti-Debugging
e Explore anti-dumping functionality by understanding how the SizeOflmage and Virtu-
alSize come together

e Develop a more complicated self-debugging architecture, where part of the attack pay-
load is executed in the parent process and part of the attack payload is executed in the
child process

e Develop a detection and patching tool for anti-debugging techniques
5. Anti-Virtual Environment

e Location of IDTs as a VM-detecting capability
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