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INTERNSHIP 
STRUCTURE

Research Project
> Weekly 30-min meetings
> Mostly independent work
> Presentation to CSL (40+)
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INTRODUCTION

Examining
anti-analysis techniques
used by malware

(nb: not anti-detection)
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Project Scope

▪ Anti-debugging
▪ Anti-VM

▪ Packer detection techniques
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ANTI-DEBUGGING
Techniques to thwart debuggers



Anti-Debugging Techniques

Debugger 
Detection

Anti-
Attaching
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Debugger-detection Workflow
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Debugger 
Detection

Detected
Self-Destruct;
Do not execute 

payload

Not Detected Execute 
payload



Debugger-detection: API-based

▪ IsDebuggerPresent
▫ Retrieves BeingDebugged flag in PEB
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Debugger-detection: API-based
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Debugger-detection: API-based

▪ FindWindow
▫ Checks for handles by name
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Debugger-detection: API-based

▪ Easy for analysts to patch
▫ Modifying the return 

value of the function
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▪ OutputDebugString

▫ setLastError();
▫ OutputDebugString(“”);
▫ checkLastError();

Debugger-detection: Exception-based
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Debugger present:
No error raised

Debugger absent:
Error raised



Debugger-detection: Exception-based

▪ Only works for Windows XP
▫ Change in implementation of 

OutputDebugString
▫ Error no longer raised

▪ False positives in newer OS
▫ premature termination
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Debugger-detection: Privilege-based

▪ SeDebugPrivilege
▫ Inspect and adjust the memory of other 

processes and threads, regardless of 
security descriptors

▫ Required by debuggers
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Debugger-detection: Privilege-based
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Medium Integrity (default) High Integrity (elevated)



Debugger-detection: Privilege-based

▪ Explicit: Read SeDebugPrivilege

▪ Implicit check via OpenCsrss (Client/ Server Runtime Subsystem)

▫ Similar to exception-based
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Debugger-detection: Privilege-based

▪ Only works for Windows XP and 7
▫ Introduction of Windows protected 

processes

▪ False negatives (Win10)
▫ failed anti-debugging
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Anti-Attaching: Self-debugging

▪ Only one process can do invasive debugging
▫ Able to suspend threads, access memory

▪ Unable to debug same process
▫ Cannot suspend your own threads
▫ Spawn a debugger
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Anti-Attaching: Self-debugging
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Parent Child

Spawn and debug

DebugActiveProcess

OutputDebugString Success!



Anti-Attaching: Self-debugging

▪ Debugger can be detached

▪ User-mode: BeingDebugged flag in PEB
▪ Kernel-mode: DebugPort in EPROCESS

▫ Contains DebugObject handle

▪ Set the DebugPort in EPROCESS to 0
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Anti-Attaching: Self-debugging
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Parent

0x81234567 01
DebugPort BeingDebugged

Debugger

0



ANTI-VM
Techniques to detect virtualisation



Anti-VM Techniques

▪ Registry Query
▫ HKLM\\SYSTEM\\CurrentControlSet\\

Control\\VirtualDeviceDrivers

▪ VM-specific, but works against common VMs 
(VMWare, VirtualBox)
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Anti-VM Techniques
▪ MAC Address (NetworkAddress) in registry

▫ VMWare machines 00:50:56 :XX:YY:ZZ
▫ Organisationally-Unique Identifiers (OUIs)
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PACKER DETECTION
UPX Detection



Packer Detection

▪ Is the file packed?
▫ Import table and entropy

▪ What is the file packed with?
▫ Byte string matching
▫ Attempt to unpack
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Is the file packed?

▪ Import table

▫ LoadLibraryA, GetProcAddress
▪ Tools: IDA Pro
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Is the file packed?

▪ Entropy
▫ Byte distribution

▪ Tool: Detect It Easy
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29

Packed file 
has a more 
even byte 
distribution



What is the file packed with?

▪ Byte string matching
▫ Patterns in unpacking code

▪ Tool: PEiD
▫ Closed source: external database was used
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Byte String Matching
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Linear
Disassembly
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Byte String Matching

▪ Re-order instructions
▫ Ensure no dependencies

▪ Replace with equivalent instructions
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Byte String Matching

▪ PEiD still able to detect as UPX-packed
▫ Could have updated database with variants 

of the entries

▪ More complicated mechanisms to check

34



What is the file packed with?

▪ Attempt to unpack file
▫ Requires specific unpacking algorithm

▪ UPX: Renaming sections makes files unpackable 
by default algorithm
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Summary
Challenges and Learning



Future Work

▪ Create tools to automatically generate 
permutations of changing byte strings

▪ Reverse engineer PEiD to examine and evade its 
packer detection techniques
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Difficulties Faced and Learning

▪ Outdated references (> 10 years ago)
▫ Evolving operating systems

▪ Gained better understanding of Windows tools
▫ Sysinternals, Windows programming, kernel 

debugging, packers
▫ Evolving arms race in malware development
▫ Exploiting implementation details
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THANKS!
Any questions?
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